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State-of-the-Art: Computing on Untrusted Systems
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State-of-the-Art: Computing on Untrusted Systems

Intel SGX
8N
Function Runtime
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e Arbitrary workloads © )
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Related Work: Host OS
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What are the limitations of Intel SGX?
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Problem Statement

How to execute a wide range of user functions in FaaS in a
trustworthy and efficient manner?



Qutline

Metivat
Design
Evaluation
Summary



What is Clemmys?

Function A

|

|

|

TLS < I
— » Controller < FunctionB | |
|

|

|

|

|

I

Function C

b —_ e - ——— o —— - ——— - - - —————.—-————— - —————-—-————,—_——_—E—_——E———E—-E—-—-E—-—E—-—-—-§E—_- §{§-—— - -—-— . -FEe- -E- FE:-- -§E§—- §EEF—- §E—F—- §E——-—§E§—-FE—-F §EF—-F§EF—-FE—F-—m—E—-§E'—§E—- §EeF"-F§Ee—YF—-F§FE'FE—m—E—Y—_-E—mE—Y"m—mE—Y"—mE—Y—mmE—Y—_ E—, . —  '—.C7—“7y"

Based on Apache OpenWhisk

|:| SGX Enclave |:|Native Application



What is Clemmys?

1. Trustworthy environment for
function execution

Key Mgmt Service

Function A

I
I
|
= |
< FunctionB | |
I
I
|
|
|
|

Function C

|
|
|
|
| —»{ Gateway » Controller
|
|
|
|

b —_ e - ——— o —— - ——— - - - —————.—-————— - —————-—-————,—_——_—E—_——E———E—-E—-—-E—-—E—-—-—-§E—_- §{§-—— - -—-— . -FEe- -E- FE:-- -§E§—- §EEF—- §E—F—- §E——-—§E§—-FE—-F §EF—-F§EF—-FE—F-—m—E—-§E'—§E—- §EeF"-F§Ee—YF—-F§FE'FE—m—E—Y—_-E—mE—Y"m—mE—Y"—mE—Y—mmE—Y—_ E—, . —  '—.C7—“7y"

Based on Apache OpenWhisk

|:| SGX Enclave |:|Native Application



What is Clemmys?

1. Trustworthy environment for
function execution

Key Mgmt Service

| |
i Function A i
| |
| TLS - N . < |
| —> Gateway _F:IamteXt Metadata *, Controller Plaintext Metadata + FunctionB | |
| Encrypted Data < !
| |
i + Encrypted Data ETa— i
I I

Based on Apache OpenWhisk

2. Message format for
secure function chaining

|:| SGX Enclave |:|Native Application



What is Clemmys?

1. Trustworthy environment for
function execution

Key Mgmt Service

| |
i Function A i
| |
| TLS - N . < |
| —> Gateway _F:IamteXt Metadata *, Controller Plaintext Metadata + FunctionB | |
| Encrypted Data < !
| |
i + Encrypted Data ETa— i
I I

Based on Apache OpenWhisk

2. Message format for
secure function chaining

3. Function startup time
optimizations (SGXv2)
|:| SGX Enclave |:|Native Application



What is Clemmys?

1. Trustworthy environment for
function execution

4. Key management and
deployment scheme \ Key Mgmt Service

| |
i Function A i
| |
| TLS - N . < |
| —> Gateway _F:IamteXt Metadata *, Controller Plaintext Metadata + FunctionB | |
| Encrypted Data < !
| |
i + Encrypted Data ETa— i
I I

Based on Apache OpenWhisk

2. Message format for
secure function chaining

3. Function startup time
optimizations (SGXv2)
|:| SGX Enclave |:|Native Application



What is Clemmys?

1. Trustworthy environment for
function execution

4. Key management and
deployment scheme \ Key Mgmt Service

| |
i m Function A i
| |
| TLS - ; : < |
| —> Gateway _F:IamteXt Metadata *, Controller Plaintext Metadata + FunctionB | |
| Encrypted Data < !
| |
i + Encrypted Data ETa— i
I I

Based on Apache OpenWhisk

2. Message format for
secure function chaining

3. Function startup time
optimizations (SGXv2)
|:| SGX Enclave |:|Native Application



What is Clemmys?

1. Trustworthy environment for
function execution

4. Key management and
deployment scheme \ Key Mgmt Service

| |
i m Function A i
| |
| TLS - ; : < |
| —> Gateway _F:IamteXt Metadata *, Controller Plaintext Metadata + FunctionB | |
| Encrypted Data < !
| |
i + Encrypted Data ETa— i
I I

Based on Apache OpenWhisk

2. Message format for
secure function chaining

3. Function startup time
optimizations (SGXv2)
|:| SGX Enclave |:|Native Application



Components of Clemmys

Internal encryption

Function chain verification

Function startup optimizations

Function deployment and key management



How does Clemmys secure communication?

TLS

TLS

EPC paging — slow!

/

— Gateway

|:| SGX Enclave |:|Native Application

» Controller

TLS

Function A

Function B

.
<

Function C




How does Clemmys secure communication?

TLS

277

— Gateway

|:| SGX Enclave |:|Native Application

>

Controller

?7?

Function A

Function B

Function C




How does Clemmys secure communication?

|dea: separate controller metadata (plaintext) from function arguments (encrypted)

Function A

TLS ?2?? <
— Gateway » Controller ?7?? < Function B

Function C

|:| SGX Enclave |:|Native Application



How does Clemmys secure communication?

|dea: separate controller metadata (plaintext) from function arguments (encrypted)

Function A

TLS Plaintext M + <
— Gateway [— E:angxgt o CT g:,; R Controller Function B
Plaintext Metadata + Function C

+ Encrypted Data

|:| SGX Enclave |:|Native Application



Components of Clemmys

Internal encryption

Function chain verification

Function startup optimizations

Function deployment and key management



Why should function chain order be enforced?

e Naive encryption does not preserve function order.

— Gateway

Plaintext Metadata +

+ Encrypted Data

|:| SGX Enclave |:|Native Application

Scale

» Controller

Detect Features

Report & Log




Why should function chain order be enforced?

e Naive encryption does not preserve function order.

— Gateway

Plaintext Metadata +

+ Encrypted Data

|:| SGX Enclave |:|Native Application

» Controller

Plaintext Metadata +
+ Encrypted Data

Scale

Detect Features

Report & Log




Why should function chain order be enforced?

e Naive encryption does not preserve function order.
e Message format should preclude these attack vector.

— Gateway

Plaintext Metadata +

+ Encrypted Data

|:| SGX Enclave |:|Native Application

» Controller

Plaintext Metadata +

+ Encrypted Data

Scale

Detect Features

Report & Log




Why should function chain order be enforced?

e Naive encryption does not preserve function order.
e Message format should preclude these attack vector.
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How is Clemmys function invoked?

1. Platform launches the enclave using the plaintext metadata
2. Enclave performs remote attestation and configuration with Palaemon
3. Enclave decrypts and processes the request
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SGXv2 Optimizations
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